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Connected consumer devices — such as smart TVs, smart thermostats and connected appliances — are becoming
increasingly common. Yet the cybersecurity measures on these devices are often lacking: many such devices contain
serious vulnerabilities that leave them open to attack. While there are a number of technical reasons behind weak
device security, the root cause lies in economic factors. These factors include asymmetric information, misaligned
incentives, externalities and behavioural biases. Drawing upon a recent report for the Internet Society, this Insight
explores these economic factors and proposes actions to help address them. These actions should help improve

both device security and the security of the wider Internet.

Introduction

The Internet of Things (loT) is a vast network of physical devices
capable of connecting to the Internet. Adding connectivity to
physical devices can significantly expand their usefulness: for
instance, it can allow remote operation or monitoring of the
device, improve user convenience, or enhance energy efficiency.

As a result, the number of connected loT devices has grown
rapidly: according to estimates by Gartner, the number of loT
devices (excluding smartphones) in operation in 2018 was over
10bn’ (while there are various estimates available, they all agree
that the number is very large).

Figure 1: Installed base of 10T devices
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Around two-thirds of these are ‘consumer IoT’ devices, intended
for residential or personal use. These include smart TVs,
connected appliances, smart lighting, home automation devices,
home security products, wearables and personal healthcare
devices.

Security risks in the loT market

The security measures on these consumer devices are often
lacking. An analysis of common types of consumer devices
found that 70% contained serious vulnerabilities.” Another study
tested twenty consumer loT devices against four key threat
dimensions: all devices tested had shortcomings in at least one
of the dimensions. i

The research also indicates that the security risks are growing
with the market. Symantec reported a 600% increase in attacks
against loT devices from 2016 to 2017.% According to some
estimates, about 4,000 new vulnerable loT devices become
active each day.Y

The exploitation of a device's vulnerabilities can cause direct
threats to the device owner's safety and privacy. For example,
devices with microphones or cameras can be compromised to
allow home voice recordings and images to become publicly
accessible. Compromised smart locks could allow intruders
access to a premises without forcing entry. And vulnerable
connected healthcare devices could allow hackers to change
dosage settings — in 2015, researchers reported they were able
to hack connected insulin pumps."i

In addition to risks to the device owner, compromised devices
can be used to launch attacks on a third party. Compromised
devices may be recruited into a 'botnet’ — a network of
thousands or millions of Internet-connected devices under the
control of an attacker. Botnets may be used to send spam, steal
user credentials, distribute malware, commit online advertising
fraud, mine cryptocurrency or commit a Distributed Denial of
Service (DDoS) attack.

Perhaps the most famous example of a large-scale attack using
loT devices is the Mirai botnet, which, in a large-scale attack on
domain name server (DNS) provider Dyn, knocked dozens of
sites offline for a day — including Amazon, Spotify, and Twitter.
At its peak, Mirai infected over 600,000 loT devices. il A growing
concern is that a similar botnet could be leveraged to attack
critical national infrastructure.
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What makes consumer loT devices vulnerable?

The proximate causes of weak device security lie in number of
technical factors. These include:

e Default credentials. Many devices ship with easily-
guessable default usernames and passwords (such as
“admin” and “password”)

e Poor software and network security. Communications
between the device, the user app and the wider
Internet are not always encrypted. On some devices a
number of network ports may be left open by default,
exposing them to common attacks.

e Limited capability of chipsets and components. Small
and cheap chipsets and memory have weak upper
limits on the strength of encryption that they can
support.

e Lack of software updates. Many manufacturers do not
issue prompt or regular updates for the software on
those devices. More worryingly, some devices cannot
be updated at all.

e Lack of a secure update mechanism. Many firmware
update functions in loT home devices have been shown
to be exploitable in ways that allow attackers to upload
modified, malicious versions of the firmware — for
example, by not encrypting the update.

Economic factors behind weak consumer loT security

The technical factors provide a proximate explanation of why
consumer loT security is often weak, but questions remain. If the
consequences of weak security are serious, why are consumer
loT devices with weak security commonplace? Why do
consumers buy them? And why aren’t device manufacturers
investing in better security, and winning market share by doing
so?

These questions can be answered by identifying the economic
(rather than technical) factors behind weak consumer loT device
security: information asymmetries, misaligned incentives and
externalities. Each of these factors is discussed in more detail
below.

In addition, studies in behavioural economics — an area of
research that fuses economics and psychology — indicate that
individuals’ decisions may be affected by cognitive biases. In
consequence, they may underestimate the cybersecurity risks
they face, and be over-confident that a cyber-attack will not
happen to them.

Information asymmetries

In 1970, economist George Akerlof illustrated the concept of
information asymmetry with the example of the used car
market.X The key insight is that buyers are unwilling to pay a
premium for quality they can't measure. As a result of this,
sellers aren't motivated to supply high-quality products.

There is often no easy way for a consumer
to assess, prior to purchase, the level of
security on a connected device

There is often no easy way for a consumer to assess, prior to
purchase, the level of security on a connected device. Often,
little information on the included security measures (for
example, the frequency and lifetime of product updates) is
provided before purchase.

What information there is may be little more than technical
jargon to many consumers (and in any case, a consumer loT
device or service that claims to be secure and to employ strong
encryption schemes may not actually be secure in practiceX).

In all, this makes it highly challenging to assess, in practical
terms, exactly how secure a device will be once it is connected
and in use.

In consequence, consumers will be unwilling to pay top dollar
for a 'secure’ loT device if they have no way of verifying its level
of security. And manufacturers do not have strong incentives to
produce secure devices.

Misaligned incentives

A compromised consumer loT device could have a number of
implications for the device owner, including potential identity
theft, fraud and the harm to property or personal security. Yet
since these costs are all borne by the device owner,
manufacturers do not face strong incentives to improve device
security.

This leads to a situation of misaligned incentives between
manufacturers and consumers: the party making the security-
efficiency trade-off is not the one who loses out when attacks
occur.

Instead, device manufacturers are rewarded for reducing costs,
adding product functionality, and being first to market. Security
testing and implementation generates additional costs and
delays in reaching the market — and both erode profits. More
effective security measures may also reduce the functionality of
the product, potentially making it less attractive to consumers.

While some firms may include better security in order to protect
their brand reputation, many products in the market are white-
label goods or made by relatively unknown brands, where
reputational harm is likely to be of little concern.
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Externalities

A compromised loT device, service or system imposes costs not
only on the user, but on the wider Internet ecosystem. As
discussed earlier, if a device is compromised and becomes part
of a botnet, it can be used to launch DDoS attacks, to send
spam, propagate malware or to host phishing scams.

The costs of such attacks can be substantial, but in many cases,
the attack target is someone other than the device owner. The
insecurity in the device imposes costs on the target of the
activity (and on wider society) which are not borne by the
manufacturer or the device owner.

These effects are referred to as negative externalities. Negative
externalities pose a problem insofar as neither the IoT supplier
nor the consumer will factor the wider impact of device
insecurity into their decision-making.

It is also worth mentioning that there are also positive
externalities from consumer 0T devices. These devices provide
benefits to the user and positive externalities to society: for
example, the adoption of energy-efficient smart devices is
helping to reduce society's energy consumption.

There is a risk that security issues may deter some from
purchasing devices: a survey of 2,000 consumers found that one
in five claimed to have been put off buying smart home devices
in the wake of recent loT security issues. This would mean that
positive externalities from device adoption are lost.

Potential actions

As a result of these economic factors, manufacturers are likely to
under-invest in security measures. To improve the state of
security of consumer loT devices and services, action will need
to be taken to address and compensate for these factors.

To be effective, any solutions are likely to require engagement
from policymakers and industry. In addition, these solutions will
have to strike a balance between improving security and
allowing scope for innovation and evolution within the market,
without deterring device take-up.

Below we suggest a number of potential actions to address the
economic factors. The actions are summarised in Figure 2. They
are listed in order of the likely cost and difficulty of
implementing the action.

Figure 2 also denotes the efficacy of each action in alleviating
(or compensating for) each of the three economic factors
behind poor security on consumer loT: asymmetric information,
misaligned incentives, or externalities.

More detail on the potential actions — as well as a discussion of
a broader set of possible mechanisms for improving consumer
loT security — can be found in the associated reportX

Figure 2: Potential actions and their efficacy against
the economic factors behind poor loT security

Efficacy against

Potential action .
economic factors

1. Industry bodies and policymakers
should raise awareness of consumer loT
security issues, and provide guidance to
buyers.

2. Governments should specify a set of
security outcomes for their own
procurement procedures.

3. Industry and policymakers should
encourage responsible disclosure of
software vulnerabilities in consumer loT.

4. The industry should develop a trust —
mark for secure consumer loT devices.

5. Policymakers should require that
consumer loT devices must comply with
a set of security principles (e.g. devices
must be capable of being updated)

6. Policymakers should be proactive in
prosecuting manufacturers or service
providers who make misleading claims
on security.

7. If the above actions do not result in
material improvements in consumer loT
security, regulators could mandate a
minimum set of security requirements
for loT devices.

Economic factors addressed:

Asymmetric information
Misaligned incentives
Externalities
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Actions 1 through 6 are aimed at improving consumer loT
security without the need for extensive government intervention.
However, if industry-led initiatives fail to lead to material
improvements in device security, policymakers should be
prepared to consider mandating a set of security requirements
for consumer loT, with or without certification (Action 7).

Action 7 represents a logical extension of Action 5. The main
distinction is that, under this approach, the security
requirements of a product are much more tightly specified at a
technical level — for example, specifying a minimum strength of
encryption, or certain criteria for the default credentials (e.g.
password length).

However, while minimum security requirements are likely to
reduce the risk of a device being compromised, they may also
add substantially to the cost of producing devices. For example,
it will cost more to provide regular software updates, or to
rigorously test device security prior to sale.

Higher costs could increase prices and reduce adoption (thus
decreasing the benefits of connected device adoption for users
and wider society) and/or encourage a "black market” in non-
compliant devices. It is possible that, for some specifications of
the minimum security requirement, the ‘costs’ (in terms of
foregone benefits) will outweigh the advantages of better
security. It may be challenging for policymakers to accurately
assess these costs and benefits. As a result, it is recommended
that Action 7 is employed only if other measures prove
ineffectual.

Conclusion

Many consumer loT devices have weak cybersecurity and are
easily compromised. This imposes costs not only on the owners
of such devices, but upon third parties and other users of the
Internet.

The root cause of weak security lies in economic, rather than
technical factors. Until these underlying economic factors are

addressed, poorly-secured devices will continue to be produced,
sold and bought.

It should also be acknowledged that the risk from insecure
consumer loT devices is a global problem: while one country
may take steps to keep insecure loT devices off its domestic
market, it will still face risks from insecure devices in other
jurisdictions.

Growth in connected devices across the world will lead to
increased transnational liability, security and privacy issues,
which existing legal cooperation frameworks may be ill-
equipped to handle. Cross-national, regional and global multi-
stakeholder efforts to enhance consumer loT security should
therefore also be encouraged where possible.

The authors are grateful for the research inputs contributed by
the Internet Society, and for its input in reviewing the report.
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